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Abstract

With the rapid development of cloud storage, an increasing number of data owners prefer to
outsource their data to the cloud server, which can greatly reduce the local storage overhead.
Because different cloud service providers offer distinct quality of data storage service, e.g.,
security, reliability, access speed and prices, cloud data transfer has become a fundamental
requirement of the data owner to change the cloud service providers. Hence, how to securely
migrate the data from one cloud to another and permanently delete the transferred data from the
original cloud becomes a primary concern of data owners. To solve this problem, we construct
a new counting Bloom filter- based scheme in this paper. The proposed scheme not only can
achieve secure data transfer but also can realize permanent data deletion. Additionally, the
proposed scheme can satisfy the public verifiability without requiring any trusted third party.
Finally, we also develop a simulation implementation that demonstrates the practicality and
efficiency of our proposal.

Keywords — Cloud storage, Data deletion, Data transfer, Counting Bloom filter, Public
verifiability
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access speed, etc. To enjoy more suitable
cloud storage service, the data owners
might change the cloud storage service
providers. Hence, they might migrate their
outsourced data from one cloud to another,
and then delete the transferred data from the
original cloud. According to Cisco[7], the
cloud traffic is expected to be 95% of the
total traffic by the end of 2021, and almost
14% of the total cloud traffic will be the
traffic between different cloud data centers.
Foreseeably, the outsourced data transfer
will become a fundamental requirement
from the data owners’ point of view. To
realize secure data migration, an outsourced
data transfer app, Cloudsfer[8], has been
designed utilizing cryptographic algorithm
to prevent the data from privacy disclosure
in the transfer phase. But there are still some
security problems in processing the cloud
data migration and deletion. Firstly, for
saving network bandwidth, the cloud server
might merely migrate part of the data, or
even deliver some unrelated data to cheat
the data owner[9]. Secondly, because of the
network instability, some data blocks may
lose during the transfer process.
Meanwhile, the adversary may destroy the
transferred data blocks[10]. Hence, the
transferred data may be polluted during the
migration process. Last but not least, the
original cloud server might maliciously
reserve the transferred data for digging the
implicit benefits[ 11]. The data reservation is
unexpected from the data owners’ point of
view. In short, the cloud storage service is
economically attractive, but it inevitably
suffers from some serious security
challenges, specifically for the securedata
transfer, integrity verification, verifiable
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deletion. These challenges, if not solved
suitably, might prevent the public from
accepting and employing cloud storage
service. Contributions In this work, we
study the problems of secure data transfer
and deletion in cloud storage, and focus on
realizing the public verifiability. Then we
propose a counting Bloom filter- based
scheme, which not only can realize
provable data transfer between two different
clouds but also can achieve publicly
verifiable data deletion. If the original cloud
server does not migrate or remove the data
honestly, the verifier (the data owner and
the target cloud server) can detect these
malicious operations by verifying the
returned transfer and deletion evidences.
Moreover, our proposed scheme does not
need any Trusted third party (TTP), which
is different from the existing solutions.
Furthermore, we prove that our new
proposal can satisfy the desired design goals
through security analysis. Finally, the
simulation experiments show that our new
proposal is efficient and practical.
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Implementation details and
performance evaluations are not
provided. e Lacks comparative
analysis with existing

methods.ijitce.org
Analysis:

Cloud computing, an emerging and very
promising computing  paradigm,
connects large-scale distributed storage
resources, computing resources and
network bandwidths together[1,2]. By
using these resources, it can provide
tenants with plenty of high-quality
cloud services. Due to the attractive
advantages, the services (especially
cloud storage service) have been widely
applied[3,4], by which the resource-
constraint data owners can outsource
their data to the cloud server, which can
greatly reduce the data owners’ local
storage overhead[5,6]. According to the
report of Cisco[7], the number of
Internet consumers will reach about 3.6
billion in 2019, and about 55 percentof
them will employ cloud storage service.
Because of the promising market
prospect, an increasing number of
companies (e.g., Microsoft, Amazon,
Alibaba) offer data owners cloud
storage service with different prices,
security, access speed, etc. To enjoy
more suitable cloud storage service, the
data owners might change the cloud
storage service providers. Hence, they
might migrate their outsourced data
from one cloud to another, and then
delete the transferred data from the
original cloud. According to Cisco[7],
the cloud traffic is expected to be 95%
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of the total traffic by the end of 2021,
and almost 14% of the total cloud traffic
will be the traffic between different
cloud data centers. Foreseeably, the
outsourced data transfer will become a
fundamental requirement from the data
owners’ point of view. To realize secure
data migration, an outsourced data
transfer app, Cloudsfer[8], has been
designed  utilizing  cryptographic
algorithm to prevent the data from
privacy disclosure in the transfer phase.
But there are still some security
problems in processing the cloud data
migration and deletion. Firstly, for
saving network bandwidth, the cloud
server might merely migrate part of the
data, or even deliver some unrelated
data to cheat the data owner[9].
Secondly, because of the network
instability, some data blocks may lose
during the transfer process. Meanwhile,
the adversary may destroy the
transferred data blocks[10]. Hence, the
transferred data may be polluted during
the migration process. Last but not least,
the original cloud server might
maliciously reserve the transferred data
for digging the implicit benefits[11].
The data reservation is unexpected from
the data owners’ point of view. In short,
the cloud storage service is
economically  attractive, but it
inevitably suffers from some serious
security challenges, specifically for the
securedata transfer, integrity
verification, verifiable deletion. These
challenges, if not solved suitably, might
prevent the public from accepting and
employing cloud storage service.
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1. Secure Data Transfer: What are the
primary security concerns during data
transfer to and from the cloud? Think
about  confidentiality = (preventing
unauthorized access), integrity
(ensuring data hasn't been tampered
with), and availability (authorized users
can access data when needed). What
existing techniques are used for secure
data transfer in the cloud? Common
methods include encryption (like
TLS/SSL for data in transit), secure
protocols (like SFTP), and potentially
techniques like data masking or
tokenization depending on  the
sensitivity. How might Counting Bloom
Filters contribute to secure data
transfer? This is the interesting part!
Perhaps they are used to: Verify the
presence of data segments without
revealing the actual data: This could be
useful for integrity checks or ensuring
all parts of a file have been transferred
correctly without needing to transmit
hashes of the entire dataset. Potentially
in access control mechanisms: Could
they be used to quickly check if a user
has access rights to certain data without
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revealing the exact permissions list?
(This would need careful design to
avoid security vulnerabilities).

2. Secure Data Deletion: What are the
challenges of ensuring data is truly
deleted in a cloud environment? Cloud
storage often involves distributed
systems and data replication, making
complete erasure complex. Simply
"deleting" a file might not overwrite the
physical storage immediately, leaving
traces behind. What are some common
techniques for secure data deletion in
the cloud? These include cryptographic
erasure (encrypting data with a key and
then destroying the key), overwriting
storage multiple times, and degaussing
for magnetic media. How could
Counting Bloom Filters be relevant to
secure data deletion? This is where it
gets innovative! Perhaps they could be
used to: Track which data blocks have
been targeted for deletion: A Counting
Bloom Filter could efficiently represent
the set of data chunks that need to be
securely erased. Verify that deletion has
been performed across all replicas: By
querying the filter, the system could
probabilistically check if a data block
marked for deletion is still present in the
storage system.

3. Counting Bloom Filters: What is a
standard Bloom  Filter? 1It's a
probabilistic data structure used to test
whether an element is a member of a set.
It can have false positives (saying an
element is in the set when it's not) but
no false negatives (if an element is in the
set, the filter will definitely say it is).
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Conclusion

In cloud storage, the data owner does
not believe that the cloud server might
execute the data transfer and deletion
operations honestly. To solve this
problem, we propose a CBF-based
secure data transfer scheme, which can
also realize verifiable data deletion. In
our scheme, the cloud B can check the
transferreddata integrity, which can
guarantee the data is entirely migrated.
Moreover, the cloud A should adopt
CBF to generate a deletion evidence
after deletion, which will be used to
verify the deletion result by the data
owner. Hence, the cloud A cannot
behave maliciously and cheat the data
owner successfully. Finally, the security
analysis and simulation results validate
the security and practicability of our
proposal, respectively. Future work
Similar to all the existing solutions, our
scheme considers the data transfer
between two different cloud servers.
However, with the development of
cloud storage, the data owner might
want to simultaneously migrate the
outsourced data from one cloud to the
other two or more target clouds.
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However, the multi-target clouds might
collude together to cheat the data owner
maliciously. Hence, the provable data
migration among three or more clouds
requires our further exploration.
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